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Whole school approach to the safe use of ICT 

Creating a safe ICT learning environment includes three main elements at this school: 

● an effective range of technological tools; 

● policies and procedures, with clear roles and responsibilities; 

● a comprehensive e-Safety education program for students, staff and parents. 

 

Roles and Responsibilities 

E-Safety is recognised as an essential aspect of strategic leadership in this school and 

the Head, with the support of Governors, aims to embed safe practices into the culture 

of the school. The Headteacher ensures that the Policy is implemented and 

compliance with the Policy monitored. The responsibility for e-Safety has been 

designated to a member of the senior management team – Mr S. Ward. 

 

Our school e-Safety Co-ordinator is Mrs G.Skerrow.  The school’s e-Safety coordinator 

ensures the Headteacher, Senior Management and Governors are updated as 

necessary.  Our Safeguarding officer Miss E.Rudkowskyj supports this work in school.  

 

Governors need to have an overview understanding of e-Safety issues and strategies at 

this school. We ensure our governors are aware of our local and national guidance on 

e-Safety and are updated at least annually on policy developments. 

 

All teachers are responsible for promoting and supporting safe behaviours in their 

classrooms and following school e-Safety procedures. Central to this is fostering a ‘No 

Blame’ culture so students feel able to report any bullying, abuse or inappropriate 

materials.  All members of the school community have a collective responsibility for e-

safety in the capacity appropriate to their role in school. 

 

 

All staff should be familiar with the schools’ Policy relating to in-school and out of 

school practice, including: 

● safe use of email; 

● safe use of the Internet including use of internet-based communication 

services, such as instant messaging and social network: 

● safe use of school network, equipment and data; 

● safe use of digital images and digital technologies, such as mobile phones and 

digital cameras; 

● publication of pupil information/photographs and use of websites; 

● e-Bullying/Cyberbullying procedures; 

● their role in providing e-Safety education for students; 

● their conduct under the ‘Prevent’ agenda 

 

Staff are reminded/updated about e-Safety matters at least once a year and undertake 

annual training. 
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1. Summary 

This Policy document is drawn up to protect all parties – the students, the staff and the 

school and aims to provide clear advice and guidance on how to minimise risks and 

how to deal with any infringements.  For the purpose of this policy, all teaching and 

associate staff may be referred to as “staff” or “users” in terms of our school IT systems. 

 

The school is committed to delivering a first class ICT system that is secure and safe 

for all users. Staff must ensure they have read and understand this complete policy 

and related documents and return the acceptance slip at the end of the document (see 

appendix 1). Only staff who have accepted the terms will be permitted to use the ICT 

systems in school. 

 

The E-safety and Acceptable Use Policy for Students (see appendix 2) must be signed 

by students and their parents/carers at the start of each academic year. A reference 

copy is available on the school website.  If this is not returned, student access will be 

restricted. 

 

 

2. Context 

This document provides a framework to protect all users, plus the school’s computer 

systems, resources, network and all data from all threats whether internal, external, 

deliberate or accidental. This includes all computing devices that can be connected to 

the network. 

 

It is the policy of the school to ensure that: 

● all computer systems, and information contained within them will be protected 

against unauthorised access 

● information kept in these systems is managed securely, not only to comply 

with relevant data protection laws, but also in a professional and dependable 

manner 

● all members of staff are aware that it is their responsibility to adhere to this 

policy 

● all breaches of ICT security will be reported and subsequently investigated. 

 

 

3. Physical Security 

Any computer equipment should be locked to prevent unauthorized use by other 

users. Rooms containing computer equipment should be locked when vacant. 

 

 

4. File Management 

All users are responsible for managing files they create in any part of the network. This 

includes removing files that are obsolete or out of date. Images which include students 

should not be stored in any school network or cloud-based storage areas accessed by 

students. 

 

 

5. Social Networking 

Digital social networks are becoming increasingly a part of everyday life.  All staff are 

reminded about the expectations from the Teachers’ and Associates’ Standards below. 
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Use of social media is a safeguarding issue. 

 

All teachers and associate staff are expected to demonstrate consistently high standards 

of personal and professional conduct.  The following statements define the behaviour 

and attitudes which set the required standard for conduct and can be related to the use 

of social networks. 

 

1 All staff employed within school uphold public trust in the profession and maintain high standards of 

ethics and behaviour, within and outside school, by: 

  

  i) treating students with dignity, building relationship rooted in mutual respect, and at all times 

observing proper boundaries appropriate to a teacher’s and associate staff members’ professional 

position 

  ii) having regard for the need to safeguard students’ well-being, in accordance with statutory 

provisions 

  iii) showing tolerance of and respect for the rights of others 

  iv) not undermining fundamental British values, including democracy, the rule of law, individual liberty 

and mutual respect, and tolerance of those with different faiths and beliefs 

  v) ensuring that personal beliefs are not expressed in ways which exploit students’ vulnerability or 

might lead them to break the law 

  

For further guidance relating specifically to Social Media all staff are strongly advised 

to refer and adhere to the school Social Media policy. 

 

In June 2013, the Governors adopted the authority’s policy; Guidance on the use of 

Social Networking.  

 

Part of this Policy headed Online contact with Children and Young People states:- 

 

“As indicated within the safe working practice guidance document at Section 12. 

“Social Contact”, and Section 13, “Communication with Students using 

Technology”, it is inappropriate and totally unacceptable for staff to 

communicate via social networking sites with students and ex students. As stated 

within Section 4, “Duty of Care”, staff have a duty to safeguard children and 

young people and must adhere to the schools safer working practice guidance in 

all of their actions, including online activities.” 

 

It is the responsibility of all teachers and associate staff to adhere to this E-safety and 

Acceptable Use policy.  They must ensure that they have read and fully understood it, 

seeking clarification where required. 

 

 

6. Anti-Virus 

It is the responsibility of all users to ensure that mobile school devices are connected to 

the school network at least weekly in order to ensure antivirus software updates are 

applied. Any user who suspects a virus infection may exist on any school device must 

bring this to the immediate attention of the ICT technical support team. 
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When considering use of the ICT system, users must: 

 

● report promptly to the ICT technical support team any incidents which may have 

security significance to the school 

● report any suspicious use of the computer systems by students 

● report any accidental or malicious damage to ICT equipment 

● report any ICT equipment that is a hazard or looks unsafe 

● report any equipment that is malfunctioning 

● keep usernames and passwords confidential and not allow other users to use 

these 

● encourage effective and sensible use of all ICT systems by students (i.e. 

discourage wasteful printing) 

 

 

 

7. Internet and Email Filtering 

All internet access is subject to Local Authority approved filtering. Some useful internet 

sites may be restricted. In these circumstances, users should contact ICT technical 

support to submit a request for access. 

 

All school related emails must be sent out using the approved school email system. 

Access to personal email accounts must be restricted to appropriate times e.g. 

lunchtimes and non-contact time. Users should be aware that all personal email 

activity is subjected to the same rigorous monitoring as for school email. 

 

 

8. Copyright 

The law of copyright applies to all electronic communication in the same way as it 

does to printed material and other forms of communication. 

 

Users must ensure that files or software do not infringe copyright.   Where this is 

found to be the case, they will be removed immediately. 

 

 

9. Monitoring 

All computer activity is monitored and data may be accessed or intercepted as 

appropriate by a member of staff.  

 

This is intended to ensure: 

● that the security of school equipment and systems are not compromised 

● access for information retrieval when a user is absent (e.g. due to sickness) 

● crime can be detected and prevented 

● there is no unauthorised use of the IT systems 

● the school implements and supports the ‘Prevent’ agenda 

 

When using email and the internet, users should: 

● be aware that email is not a secure form of communication and should be 

cautious about sending information of a confidential nature 
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● note that email is not suitable for the communications of confidential, personal or 

other sensitive information like comments relating to job performance or 

disciplinary issues, child safety or welfare matters 

● be aware that email cannot be regarded as purely private, only to be seen by the 

receiver 

● be mindful that the use of email should be treated with the same degree of care 

and professionalism as a typed letter 

● send email messages only to those whom the information is entirely relevant 

and necessary in the course of their work 

● avoid sending lengthy and large attachments 

● refrain from forwarding email messages onto others unless the sender 

permission is first obtained 

● take care when opening email attachments from unknown senders or from 

computers from which virus protection may not be current or activated 

● not send email messages in the heat of the moment and avoid writing anything 

that may be construed as defamatory, discriminatory, derogatory, rude or 

offensive 

● note that this guidance will apply to any IT based communication , be it through 

web services, chat room, news groups or peer to peer sharing etc. 

● be aware that pornographic material is widely available on the internet and agree 

not, in any circumstances, to access, view, download or display any material that 

constitutes pornography or which is sexually explicit, politically sensitive, criminal 

information, sexist, racist, extreme or offensive in any other way. This will extend 

to sending any such materials by email or email attachment to anyone 

● report to their line manager or member of SLT if they accidentally access a website 

they consider to be pornographic or offensive or receive such material via the ICT 

systems. The offending material can then be deleted from the computer 

immediately and a record kept of the incident. 

● note that the deliberate act of accessing, viewing, uploading, downloading or 

displaying of such material will constitute gross misconduct 

● be aware of the school's duty to protect copyright and not act in a way that will 

breach copyright or intellectual property rights 

● be aware that the school may track the history of the internet sites they have 

visited and check email content 

 

10. Approved Software and Portable Devices 

The school has a legal and financial requirement to ensure that all software installed 

on the computer system is legal. As such it is important that accurate records exist to 

comply with the law but to ensure the reliability and security of the computer system. 

 

All portable storage devices like memory sticks are a convenient way of backing up 

your work and transferring it between different computers. However, use of such 

devices should be minimal with the use of Google Drive and desktop anywhere being 

preferable.  Users should ensure that portable storage devices are encrypted as they 

will be personally liable for any data loss. Further advice can be obtained from ICT 

technical support. 

 

Please note where personal devices are configured for access into school systems and 

these are reported lost or stolen or on termination of employment, school reserves the 

right to return the device to factory settings. Where users are issued with any school 
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owned devices, these must be returned to the ICT technical support team on request. 

 

When using portable devices or considering software, users must: 

● ensure that any devices or systems used to transfer information between work 

and home have up to date antivirus software. 

● not store confidential or personal information relating to any individual off site. 

● take reasonable steps to ensure that any computer equipment is stored securely 

and not at risk from theft. 

● be aware that if any device containing school data is lost or stolen, it must be 

reported to ICT support and be prepared to list what school documents were 

contained on it. 

● not install any software onto the school’s equipment or connect any hardware to 

a wired or wireless system without obtaining permission from ICT support. 

● be aware that all software must have a valid license and a copy of this must be 

provided to ICT support before it is considered for installation. 

 

 

11. Cloud Computing 

It is recognised that document storage can now be held virtually “in a cloud”.  At 

Falinge Park High School this is possible by users uploading and storing information 

electronically making this accessible or shared online. Our school cloud-storage and 

communication system is based on Google Drive.  No other cloud-based document 

sharing system should be used without approval from ICT Strategy Group. 

 

No personal data as defined by the Data Protection Act must be stored in this manner. 

All staff need to be aware that cloud document storage is not subject to the same 

stringent monitoring processes as school network drives. Users must therefore be 

vigilant and are responsible for all documents they have uploaded. 

 

If staff require further clarification about the suitability of information they wish to 

upload to the cloud, they should refer to the school Data Protection Policy or seek 

advice from the school Data Protection Officer – Mrs H.Casey. 

 

If staff require further clarification about alternative cloud-based document sharing 

and communication systems they need to use within their school role, they should 

initially seek approval from the IT technical team.  Where deemed necessary, these 

requests will be submitted to the IT Strategy Group for consideration. 

 

 

12. Data Handling and Information Security 

The school holds a variety of sensitive data including personal information about 

students and staff. If you have been given access to this information, you are 

reminded of your responsibilities under the Data Protection Act 1998 (refer to 

Guidance Note). Users must take appropriate steps to mitigate against data loss. 

 

 

When considering Data Handling and Security, users must: 

● participate in a clear desk/clear screen policy to reduce the risk of unauthorised 

access, loss of and damage to information during and outside normal working 
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hours or when areas are left unattended. 

● ensure that where personal information is held on paper, it is locked away when 

not in use or the premises are secured. 

● take reasonable steps to ensure that unwanted confidential information is 

securely destroyed; paper records by incineration, pulping or shredding. 

● be aware that access to systems is restricted to those users who need it. 

● note that where information needs to be shared between organisations; secure 

networks must be used. It is never acceptable to transfer bulk personal 

information via normal email services. Further advice should be sought from the 

IT technical support team. 

 

All users are advised to read fully the school's Information and Systems Security 

Policy. It is the responsibility of all users to adhere to this policy and they must ensure 

that they have read and fully understood it. 

 

 

13. Digital Images 

There are no circumstances that justify adults working in a school possessing indecent 

images of children. Users who access and/or possess links to such material or 

websites will be viewed as a significant and potential threat to children. This will lead 

to criminal investigation and disciplinary action. Where indecent images of children 

are found and linked with a member of staff, the Headteacher must be informed 

immediately. 

  

Indecent images should not be transferred from a student's’ phone to a personal 

device even in investigative purposes. In these circumstances, IT technical support 

staff must be consulted immediately. 

  

Staff should only use approved school devices to take or store any photographs/video of 

children within a school setting. Under no circumstances should staff be expected or 

allowed to use their personal equipment to photograph/video pupils at or on behalf of 

the school. Requests for approved school devices must be made through the IT strategy 

group if an image or video is required. 

 

Whilst images are regularly used for very positive purposes, staff need to be aware of 

the potential for these images to be taken and/or misused or manipulated for 

pornographic ‘grooming’ purposes. Particular regard needs to be given when images 

are taken of young or vulnerable children who may be unable to question why or how 

the activities are taking place.  Pupils who have previously been abused in a manner 

that involved images may feel particularly threatened by the use of photography/ 

filming. Staff should remain sensitive to any pupil who appears uncomfortable and 

should recognise the potential for misinterpretation.  

 

There are no circumstances that justify any IT equipment belonging to the school to 

access any pornography; neither should any personal devices be used to access 

pornographic content whilst on school premises/IT systems or wireless networks. 

 

Users should ensure that students are not exposed to any inappropriate images/video 

content or web links. The school endeavours to ensure that internet filtering 

safeguards against this.  Any unsuitable content accessed must be reported to a 

member of the senior team or IT technical staff immediately. 
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14. How will complaints regarding e-Safety be handled? 

The school will take all reasonable precautions to ensure e-Safety. However, owing to 

the international scale and linked nature of Internet content, and the availability of 

mobile technologies and speed of change, it is not possible to guarantee that 

unsuitable material will never appear on a school computer or mobile device. Neither 

the school nor Local Authority can accept liability for material accessed, or any 

consequences of Internet access. 

 

Staff and students are given information about infringements in use and possible 

sanction.  

 

Sanctions available include: 

● interview and/or counselling by tutor/Head of Community/e-Safety Coordinator 

or Headteacher; 

● informing parents or carers; 

● removal of internet or computer access for a period, [which could ultimately 

prevent access to files held on the system, including examination coursework] 

● referral to LA/Police. 

 

The IT technical support team acts as the first point of contact for any complaint. Any 

complaint about staff misuse is referred to the Headteacher. Complaints of 

cyberbullying are dealt with in accordance with our Anti-Bullying Policy. Complaints 

related to child protection are dealt with in accordance with school/LA Child Protection 

procedures. 
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E-safety and Staff Acceptable Use Policy 

  

ICT and the related technologies such as email, the internet and mobile phones are an 

expected part of our daily working life in school.  

 

This policy is designed to ensure that all staff are aware of their professional 

responsibilities when using any form of ICT. All staff are expected to sign this policy 

and adhere at all times to its contents. Any concerns or clarification should be 

discussed with the school e-Safety Coordinator. 

 

● I will only use the school’s approved, secure email/Internet/VLE systems and any other 

related technologies for professional purposes or for uses deemed ‘reasonable’ by the 

Head or Governing Body.  

● I will comply with the ICT system security and not disclose any passwords provided to 

me by the school or other related authorities. 

● I will ensure that all electronic communications with students and staff are compatible 

with my professional role  

● I have read, understood and agree to adhere to the adopted Policy “Guidance on the 

use of Social Networking”; March 2013  

● I will ensure that personal data (such as data held on SIMS) is kept secure and is used 

appropriately in compliance with The Data Protection 1998, whether in school, taken off 

the school premises or accessed remotely.  

● I will not browse, download or upload material that could be considered offensive or 

illegal. 

● I will not send to students or colleagues material that could be considered offensive or 

illegal  

● Images of students will only be taken and used for professional purposes and will not 

be distributed outside the school network without the permission of the parent/carer.  

● I will ensure that I do not publish images/video of students nor include any information 

which may identify a student without consent from the deputy head with responsibility 

for safeguarding.  

● I have read, understood and agree to adhere to the Information and Systems Security 

Policy.  

● I understand that all my use of the Internet and other related technologies can be 

monitored and logged and can be made available, on request, to my Line Manager, 

Headteacher or other outside agencies if necessary. 

● I will respect copyright and intellectual property rights. 

● I will support and promote the school’s e-Safety and Acceptable Use Policy and help 

students to be safe and responsible in their use of ICT and related technologies.  

I agree to follow this code of conduct and to support the safe use of ICT throughout 

the school.  

 

User Signature:  ………………………………………………………… 

Date:    ………………………………………………………… 

Full Name:   ………………………………………………………… 

Job Title:   ………………………………………………………… 

 

Authorised Signature (Headteacher)  

I approve this network/email account/connection to the Internet/Intranet and related 

technologies.  

Full Name: J Allen    Date: 15 September 2016 


